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With the increasing number and complexity of network attacks, the demand for
automatic vulnerability analysis tools has increased. The prerequisite of making these
tools is to have a formal and precise model of network configurations and vulnerabilities.
Utilizing this model, network administrators can analyze the effects of vulnerabilities on
the network and complex attack scenarios can be detected before happening. In this pa-
per, we present a general logic-based framework for modeling network configurations
and topologies. Then, a number of important and wide-spread network vulnerabilities are
modeled as general inference rules based on the framework definitions. We implemented
the approach using an expert system to analyze network configurations and detect how
an attacker may exploit chain of vulnerabilities to reach his goal. Our approach explores
all attacking paths and generates the closure of access rights that the attacker can gain by
exploiting the vulnerabilities. The time complexity of calculating the closure is polyno-
mial. Having the closure, we can test if a user has a special right over a resource in just
O(1) time complexity. Moreover, the firewall filtering rules can be modeled and ana-
lyzed to determine the initial accesses in the network. Our framework is more flexible
than previous ones, as it can model some major parts of Denial of Service (DoS) attacks
and infer about network topology. Finally, a case study is also presented to explore the
model applicability and show its efficiency and flexibility.

Keywords: computer security, vulnerability model, vulnerability analysis, topological
analysis, attack, expert system

1. INTRODUCTION

The increasing growth of computer networks has increased the demand for auto-
matic network vulnerability analysis tools. A large network consists of a great number of
hardware and software platforms and connects many hosts to each other. In such net-
works, there would be subtle attack scenarios which can not be detected even by security
experts. Complex, multi-phased attacks such as Mitnick attack [1] show how complex
attack scenarios can remain hidden from the eyes of system designers and network ad-
ministrators.

In order to prevent occurrence of intrusions and attacks, network administrators
need to know attack scenarios that may happen in their networks. Many host scanning
tools have been offered during recent years for scanning individual hosts to detect their
vulnerabilities; while in many attack scenarios, attackers exploit vulnerabilities of more
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than one host to reach their goals. Therefore, automatic multi-host vulnerability analysis
is required, which was done in the past manually by Red teams [2].

Some approaches have been proposed in the literature to analyze network vulner-
abilities considering the relations between individual hosts and network configurations
[3-12]. These approaches mainly use model checking and graph-based techniques to gen-
erate and analyze an attack graph and typically need an exponential time for execution.
In [6, 13] polynomial time approaches have been suggested for the same problem. But in
their approach neither interruption attacks nor network topology has been considered.

Expert systems are computer programs that are used to solve problems in domains
that ordinarily require human expertise. This goal is usually achieved by combining a
logical inference engine with a knowledge base. The information in the knowledge base
contains a set of known facts and a set of production rules that allow if-then inferences
on the facts and other acquired information [14]. Expert systems have been applied in a
wide range of industrial and commercial applications. Perhaps the most prominent ap-
plication of expert systems in network security has been in the field of intrusion detection
[15-19].

In this paper, we propose a general framework for modeling network topologies,
configurations, and vulnerabilities; and then we will show how an expert system can be
implemented based on the framework for automating the process of multi-host vulner-
ability analysis. Our approach explores all attacking paths and generates the closure of
access rights that an attacker can gain. Having the closure, we can detect in O(1) time
complexity whether a user has an especial right over a resource or not. The approach is
efficient as well as flexible enough to address most of the wide-spread vulnerabilities and
attack methods. Additionally the DoS vulnerabilities which may interrupt a service or
access can be represented and analyzed in the framework, which is a new contribution
over previous works. Moreover, in the proposed framework, the topology of the network
can be represented and analyzed to obtain the initial accesses of principals in the network.
In our approach, the firewall filtering rules are modeled and analyzed in this regard.

The remaining of this paper is organized as follows. Section 2 introduces the formal
framework for modeling network configurations and vulnerabilities and the inference
rules to analyze them. In section 3, we show how the framework can be used to find
multi-host attack scenarios on a sample network. In section 4, the process of building a
rule-based expert system based on this framework is discussed and the experimental re-
sults for evaluating its efficiency are presented. In section 5, related work is discussed
and compared with our approach. Section 6 addresses the advantages and limitations of
the approach. Finally, the last section underlines some concluding regards and future
research lines.

2. VULNERABILITY ANALYSIS FRAMEWORK

In this section, we propose a formal framework for network vulnerability analysis.
We first show how we can describe the topology of a typical network and then we repre-
sent the vulnerabilities based on their preconditions and post-conditions in an expert sys-
tem.
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2.1 Network Model

In our framework, we represent the network in an abstract specification. The net-
work is partitioned into Zones, which are connected to each other through Gateways.
Gateways are packet routing and filtering devices that can be either firewalls or routers.
A router does not filter the packets passing it while a firewall can filter packets using
rules embedded in it. A Zone is a set of hosts that can communicate with each other di-
rectly and packets that are sent between any two of these hosts do not need to pass
through any gateway. In typical networks, zones correspond to a corporation’s subnets. In
our model, we consider one large Internet zone, that contains hosts that are not in the
corporation’s network.

Formally speaking, we define a network using the following definition:

Definition 1 Network: A network is defined as a tuple NET = (HS, ZN, GW, CN), where:

e HS={hy, ..., h,} is the set of hosts in the network.

e /N = {zy, ..., z,} is the set of zones in the network, where z; is a set of hosts and
zinzy=Q forall i .

o GW={g, ..., g} is the set of gateways.

e CN = {(z;, g) | zi € ZN, g € GW} is the connection relationship which (z;, g) € CN
shows that the gateway g; is connected to zone z;.

v

Internet

o~ router1 ~ T\

Fig. 1. A sample network.

Fig. 1 shows a sample network that is divided into five zones (four local zones and
an internet zone) by firewalls and routers. In this figure, firewalls control the passing
traffic between their interfaces. Host1 and Host2 reside in Zonel and Zone4 respectively.

There are some propositions that are used for modeling network topology, as fol-
lows:

o [nZone(z, h): host 4 is located in zone z.

o ZoneAddressininterface(gw, in, z): The address space of zone z is in the address space
of the in interface of gateway gw. Therefore, the routing table of gateway gw causes
packets that have host % as their destination to be forwarded to its in interface.
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o BetweenZones(gw, z, z'): Gateway gw is located between zones z and z’ and any packet
that wants to travel from one of these zones to the other must pass through gateway

gw.

The last proposition can be generated automatically using the following inference
rules:

ZoneAddressInlnterface(gw,in, z)
ZoneAddressininterface(gw,in',z")

1
BetweenZones(gw, z,z") W
BetweenZones(gw, z,,z,)
BetweenZones(gw', z,,2,) Q)

BetweenZones(gw, z,, z,), BetweenZones(gw', z,, z,) )

In network attacks, the attackers usually try to find the open ports and exploit any
possible vulnerability. Let PR be the set of all ports, then the relation CanConnect — HS
x HS x PR is used to show the connectivity relation among hosts. CanConnect(h, h', p)
means that the network topology and configuration let host 4 connect to port p of host 4".

There are some other general facts to describe the configuration of the network:

o Account(a, h): The user account a is defined on host /.

e AccountOwner(a, h, A): The user 4 is the legal owner of the user account a on host 4.

e Priv(u, a, h): User u has privileges of user account a on host 4.

e Service(s, p, a, h): Host h offers service s on its port p and this service runs by privi-
leges of the user account a.

e CanReadConfidentialData(a, h, path): Users who have privileges of account a on host
h can read the contents of file or directory which is referenced by path and contains
confidential data.

e CanModifyData(a, h, path): Users who have privileges of account a on host 4 can mod-
ify the contents of file or directory which is located at path.

o NetworkAccess(u, h, p): User u can use the network to access to port p of host 4.

The last proposition can be deduced from previously defined propositions using the
following inference rule:

CanConnect(h,h', p)
Priv(u,a,h)
NetworkAccess(u,h', p)

3

This rule states that if host /2 can connect to port p of host /', then any user who has
a user account on host / can use this connection and get access to that port.

Another inference rule that must be added to the model is the Root Privileges rule.
When a user has access to the root account on a host, he can also access to other accounts
on that host. So the following rule can also be added to our inference rules:
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Priv(u, root, h) A Account(a, h) = Priv(u, a, h). 4)
2.1.1 Modeling firewall rules

Another aspect of the network that must be modeled is the behavior of firewalls on
packets that pass through them. In order to model a firewall behavior, the rules defined
for determining its behavior should be modeled. The following propositions are used for
this purpose:

o FirewallRule(fw, SH, DH, DP, a, pr): This fact defines a filtering rule in firewall fw for
packets with source host in SH and destination host and port in DH and DP. Suppose
sh € SH, dp € DP, and dh € DH, then this rule causes action « to be done on accesses
from host s/ to port dp of host dh, providing that there is no other rule with higher pri-
ority matched with the packet. The action a can be either permit or deny and the prior-
ity of this rule is PR. The reason for using priorities in this proposition is that a request
may match in more that one rule. In this case, a conflict resolution technique must be
used for selecting only one rule. The priority of rules can be used for this purpose and
the rule with the lowest value for priority is selected.

e PacketCanPass(fw, h, h', p): The configuration of firewall fw permits packets with
source host 4, destination host 4', and destination port p to pass through this firewall.

The second proposition need not be declared manually and it can be derived auto-
matically by analyzing firewall rules as below:

FirewallRule(fw,H',H, P,permit, pr)e
(WeHYA(he HYA(peP))

AFirewallRule( fw, H,,H,, P,,deny, pr') e
((pr'<pr)n(h’ e H))A(he H,)n(pe D)) _

5
PacketCanPass(fw,h',h, p) )

2.1.2 Modeling routers

In order to make the model simpler, we model routers as firewalls with the follow-
ing rule defined on them:

FirewallRule(router, AnyHost, AnyHost, AnyPort, permit, 0)

This rule states that routers can be modeled as firewalls that permit all the packets to
pass through them. AnyHost and AnyPort can match with any set of host and ports re-
spectively.

2.1.3 Analyzing network configuration
Now suppose that we want to analyze a network configuration that is modeled using

the propositions introduced above and intend to determine if host /4 can connect to port p
of host /' (i.e., whether CanConnect(h, h', p) is true or false). There are two cases: 4 and
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h' are located in the same zone or they are located in different zones. If these two hosts
be located in the same zone, then no filtering device is located between them and there-
fore they can access each other without any restriction. In this case, if one of the hosts
offer a service on one of its ports then the other one can connect to this port and use the
service. The following inference rule shows this:

Service(s, p,a,h")

InZone(Z,h)

InZone(Z,h")
CanConnect(h,}', p)

Q)

In the other case, the hosts are located in different zones. Thus, the path between
them must be analyzed to determine if packets that are sent from the first host can pass
through all of the firewalls and routers in the path and reach to the second host:

Service(s, p,a,h)

InZone(z,h)

InZone(z',h")

z#Z

¥V BetweenZones(fw,z,z") ® PacketCanPass( fw,h', h, p)
CanConnect(h',h, p) ’

O]

For example, suppose that we want to determine whether Host¢1 can connect to port
Portl of Host2 on the network of Fig. 1. After modeling the topology and configurations
of this network, we will have the following facts in the list of initial known facts:

o ZoneAddressIninterface(firewall2, inl, Zonel)
o ZoneAddressInlnterface(firewall2, in2, Zone3)
o ZoneAddressInlnterface(routerl, in2, Zone3)
o ZoneAddressInlnterface(routerl, in3, Zone4)

The inference engine can use rules 1 and 2, and deduce the following new facts:

® BetweenZones(firewall2, Zonel, Zone3)
o BetweenZones(routerl, Zone3, Zone4)

These two facts state that firewall2 is located between zones Zonel and Zone3, and
routerl is located between zones Zone3 and Zone4. Since host Host1 is in zone Zonel
and host Host2 is in zone Zone4, it can be deduced that a packet from Hostl to Host2
must pass through firewall2 and routerl. The inference engine can use rule (5) for ana-
lyzing firewall rules and determining if PacketCanPass(firewalll, Host1, Host2, Portl)
and PacketCanPass(routerl, Host1, Host2, Portl) are true and then it can use rule (7) to
determine if CanConnect(Host1, Host2, Portl) is true.

In summary, for checking whether one host can connect to a specific port of another
host, the inference engine must first find the firewalls that reside on the path between
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these two hosts and then it must analyze the rules that are defined in these firewalls to
check whether these rules let the packets from the source host go to the destination host.

2.2 Modeling Vulnerabilities

Hosts in a network may be vulnerable such that an attacker is able to compromise
them and intrude the systems. Such vulnerabilities can be in different levels including the
operating system, application programs or in the layers of network protocol stack. At-
tackers increase their privileges via exploiting the vulnerabilities to reach their goals in
the network, which is typically accessing to a special resource. Accordingly, exploiting
the vulnerabilities can be modeled as change in privileges. The change can be an increase
in attacker privileges or a decrease in the other users’ privileges. The attacker may ac-
quire permissions on resources that may lead to violation of security aspects, namely
confidentiality, integrity or availability. In the cases where the attacker prevents the users
from accessing the services, the availability aspect of security is violated. Therefore, the
privileges defined in the system can be changed through vulnerabilities. These issues are
used to model and analyze the network vulnerabilities.

Vulnerabilities are modeled using their preconditions and post-conditions. To ex-
ploit a vulnerability, its preconditions must be satisfied. Preconditions are any condition
based on the network configuration and users’ privileges and include (but not limited to)
network configuration, current privileges of the attacker, and version of services and ap-
plications running on the hosts. Post-conditions usually increase the attacker privileges,
but other changes in the system configurations (e.g. change of the firewall configuration)
are also possible. For example, a DoS attack can stop a service or change in the hosts’
connections.

In the reminder of this section, we propose a method for modeling network vulner-
abilities using their pre-conditions and post-conditions. The following template is used
for this purpose:

Vulnerability name

Preconditions:
PIAD2A ... ADy

Postconditions:
PIADOIA ... ADp

In order to be able to model vulnerabilities effectively, the following classification
for vulnerabilities is used: Service vulnerability, Local program vulnerability, Denial of
service, Weak password, Confidentiality loss, Integrity loss.

In this work, we do not want to analyze network vulnerabilities which are in indi-
vidual hosts and only their existence is stated with simple propositions. For example,
ServiceVuln(s, h) is used to show that there is a vulnerability (e.g. buffer overflow vul-
nerability) in service s which is offered by host 4. As mentioned before, the existence of
these kinds of vulnerabilities on individual hosts can be detected with host scanning tools
like Nessus [20] and System Scanner [21]. In the remaining of this section, we will show
how the aforementioned classes of vulnerabilities can be modeled with this method.
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2.2.1 Service usurp vulnerability

Suppose that service s is running with privileges of account @ on port p of host 4. If
attacker a can access this port and s has a vulnerability that can be exploited by him (e.g.
buffer overflow vulnerability) then he can run his code on that host with privileges of
account a:

Vulnerability ServiceUsurp
Preconditions:
Service(s, p, a, h)
NetworkAccess(A4, h, p)
ServiceVuln(s, h)
Postconditions:
Priv(4, a, h)

2.2.2 Local program vulnerability

Sometimes a program or a service accepts some inputs form its user and without
controlling their contents for being malicious uses them. The following example shows
this issue:

Program P (fname;string)
cmd = append (“Open”, fname);
execute (cmd);

Here, we have a program that expect its users to give it some file name. It trusts its
users and doesn't check the input parameter submitted by a user. Now, if an attacker call
this program with P("data.txt; rm -rf *") then the program will delete all of the files in the
current directory. In this vulnerability, if the program or service that has this vulnerability
run with the privileges of account a on host 4, then the attacker can exploit this vulner-
ability and get access to the a account on this host.

If the programs that run on hosts accessible to attackers have vulnerabilities such as
unexpected input, attackers can use these vulnerabilities and increase their privileges. In
other words, in this class of vulnerabilities, there is a program on host /# which executes
with the privileges of account a’ and has a vulnerability that can be exploited by attackers.
If an attacker has access to account a on this host, then he can exploit this vulnerability
and get access to privileges of account a'. If LocalPrgVuln(h, a) be used for showing that
there is a local program vulnerability in a program which is running with privileges of
account a on host /4 then this vulnerability can be modeled as follows:

Vulnerability LocalProgramVuln
Preconditions:

Priv(4, a, h)

LocalPrgVuln(h, a')
Postconditions:

Priv(4, d', h)
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2.2.3 Weak password vulnerability

If an attacker has access to an account on a host and there is another account on this
host with a weak password, then this attacker can guess the password of this account and
get access to this new account. In fact, when a user has access to one account on a host,
he can find all of the other accounts on this host. In Unix based operating systems, this
can be done by reading the contents of the /etc/passwd file. After finding all of the ac-
counts on a host, the attacker can guess the password of those accounts on this host
which have weak passwords.

Another form of this vulnerability happens when a host offers services like Telnet
and SSH that users can use to have a remote login to a host. An attacker which knows
there is a user account a on this host (e.g. using social engineering methods) can use a
dictionary attack to find the password of this account.

Models of these classes of vulnerabilities are as follows:

Vulnerability LocalWeakPassword
Preconditions:

Priv(4, a, h)

Account(a’', h)

Vulnerability RemoteWeakPassword
Preconditions:

Knows(A4, a, h)

NetworkAccess(A, h, a)

WeakPassword(a', h) PasswordAuth(p)
Postconditions: WeakPassword(a, h)
Priv(4, a', h) Postconditions:
Priv(4, a, h)

2.2.4 Denial of service vulnerability

In this kind of vulnerability, a service that is running on a host is vulnerable to some
patterns of data. Attackers that have access to this host can exploit this vulnerability and
prevent the service from responding to requests:

Vulnerability DoS
Preconditions:
Service(s, p, u, h)
NetworkAccess(A, h, p)
DoSVuln(s, h)
Postconditions:
— Service(s, p, u, h)

2.2.5 Confidentiality loss

In this class of vulnerabilities, an attacker A that was not allowed to read some con-
fidential data has got privileges of a new user account a that is authorized to read these
data. Therefore although the attacker is not the legal owner of account a, he can use the
privileges of this account and read these confidential data:
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Vulnerability ConfidentialityLoss
Preconditions:
Priv(4, a, h)
CanReadConfidentialData(a, h, path)
— AccountOwner(4, a, h)
Postconditions:
ConfidentialityLoss(h, path)

2.2.6 Integrity loss

In this class of vulnerabilities, an attacker 4 that was not allowed to modify some
data has got privileges of a new user account « that is authorized to modify these data.
Therefore although the attacker is not the legal owner of account a, he can use the privi-
leges of this account and modify these confidential data:

Vulnerability IntegrityLoss
Preconditions:
Priv(4, a, h)
CanModifyData(a, h, path)
— AccountOwner(4, a, h)
Postconditions:
IntegrityLoss(h, path)

3. CASE STUDY

In this section, we use the framework introduced in the previous section to find the
attack paths of the sample network shown in Fig. 2. The figure shows a local area net-
work protected by the firewall FW. The attacker resides outside of firewall and owns the
host Devil.

/ NSeLA [ A ( Legend \

L ES J
Fig. 2. A Sample LAN network for case study.
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The rules defined at the firewall FI¥ just allow external users to access web and
email services, and internal users to access any service outside. The Host NSCServer
offers HTTP service on port http and MAIL service on port smtp. The HTTP and MAIL
services run with apache and root accounts privileges, respectively. The initial configu-
ration of the network is represented by the following facts:

InZone(NSC, Dena), InZone(NSC, Saman)
InZone(NSC, NSCServer), InZone(NSC, FS)
Service(HTTP, http, apache, NSCServer)
Service(MAIL, smpt, root, NSCServer)

Service(SMB, smb, root, FS)

Service(SSH, ssh, root, FS)

Service(RPC, rpc, root, Saman)

InZone(Internet, Devil)

FirewallRule(fw, AnyHost, NSCServer, http, permit, 0)
FirewallRule(fw, AnyHost, NSCServer, smtp, permit, 1)
FirewallRule(fw, AnyHost, AnyHost, AnyPort, deny, 2)
ZoneAddressinInterface(fw, inl, NSC)
ZoneAddressIninterface(fw, in2, Internet)

After using the Nessus scanning tool, we found that NSCServer has buffer overflow
vulnerability in its HTTP service. Host Saman and FS have also the same vulnerability in
their RPC and SSH services, respectively. We show these vulnerabilities using the fol-
lowing facts:

ServiceVuln(HTTP, NSCServer)
ServiceVuln(RPC, Saman)
ServiceVuln(SSH, FS)

Suppose that the attacker has root account on Devil host which is located in the ex-
ternal network and his goal is to get access to manager account on host FS. Therefore,
we have the fact Priv(Attacker, root, Devil) and we want to check the value of proposi-
tion Priv(Attacker, manager, FS).

Proof: We applying the inference rule (1) on the initial results:

ZoneAddressInlnterface( fw,in2, Internet)
ZoneAddressInlnterface( fw,inl, NSC)
BetweenZones( fw, Internet, NSC)

By applying inference rule (5), we can deduce that host Devil can send packets to
port http of host NSCServer:

Devil € AnyHost
NSCServer € AnyHost
Firewallrule( fw, AnyHost, AnyHost, http, permit,0)
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AFirewallRule( fw,H',H, P,deny, pr')e
((pr' <0)A(Devil € H"Y A(NSCServer € H) A (http € P))
PacketCanPass( fw, Devil, NSCServer, http) '

Now, we apply the inference rule (7):

Service(HTTP, http, apache, NSCServer)
InZone(NSC, NSCServer)
InZone(Internet, Devil)
NSC # Internet
V BetweenZones( fw, Internet, NSC) o
PacketCanPass( fw, Devil, NSCServer, http)
CanConnect(Devil, NSCServer, http) ’

Inference rule (3) shows that Attacker can access http port of NSCServer:

CanConnect(Devil, NSCServer, http)
Priv(Attacker,root, Devil)
NetworkAccess(Attacker, NSCServer, http)

At this point all of the pre-conditions of Service Usurp vulnerability are satisfied, so
its post-conditions can also be added to the facts list:

Vulnerability ServiceUsurp
Preconditions:
Service(HTTP, http, apache, NSCServer)
NetworkAccess(Attacker, NSCServer, http)
ServiceVuln(HTTP, NSCServer)
Postconditions:
Priv(Attacker, apache, NSCServer)

Inference rule (6) shows that NSCServer can connect to port SSH of F'S:

InZone(NSC, NSCServer)

InZone(NSC, FS)

Service(SSH , ssh,root, FS)
CanConnect(NSCServer,FS,ssh)

Inference rule (3) shows that attacker can access SSH port of host FS:

CanConnect(NSCServer, FS, ssh)
Priv(Attacker,apache, NSCServer)
NetworkAccess(Attacker, FS,ssh)
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Now, exploiting the Service Usurp vulnerability of the SSH service of F'S host yields
that:

Vulnerability ServiceUsurp
Preconditions:
Service(SSH, ssh, root, FS)
NetworkAccess(Attacker, FS, ssh)
ServiceVuln(SSH, FS)
Postconditions:
Priv(Attacker, root, FS)

From inference rule (4), we can deduce that Attacker can access the manager ac-
count on host F'S, because he has access to the root account on this host. 4

In summary, we found that attacker can use the following attack scenario to reach
his goal:

(1) Exploit the HTTP service vulnerability of host NSCServer and get access to the
apache account on this host.

(2) Exploit the apache account of NSCServer to exploit the SSH service vulnerability of
host FS and get the root account on this host.

4. AUTOMATIC VULNERABILITY ANALYSIS USING AN
EXPERT SYSTEM

An expert system is a computer application that performs a task that would other-
wise be performed by a human expert. For example, there are expert systems that can
diagnose human illnesses, make financial forecasts, and schedule routes for delivery ve-
hicles. To design an expert system, one needs a knowledge engineer, an individual who
studies how human experts make decisions and translates the rules into terms that a com-
puter can understand. The knowledge engineer must make sure that the computer has all
the knowledge needed to solve a problem. He must also ensure that the computer can use
the knowledge efficiently by selecting from a handful of reasoning methods.

Every expert system consists of two major parts: the knowledge base; and the rea-
soning, or inference, engine. Knowledge representation formalisms are used to formalize
and organize the knowledge. One widely used representation is the production rule, or
simply rule. A rule consists of an IF part and a THEN part (also called a condition and an
action). The IF part lists a set of conditions in some logical combination. If the IF part of
the rule is satisfied; consequently, the THEN part can be concluded. Expert systems whose
knowledge is represented in rule form are called rule-based expert systems.

The problem-solving model, or paradigm, organizes and controls the steps taken to
solve the problem. One common but powerful paradigm involves chaining of IF-THEN
rules to form a line of reasoning. If the chaining starts from a set of conditions and moves
toward some conclusion, the method is called forward-chaining. If the conclusion is
known (for example, a goal to be achieved) but the path to that conclusion is not known,
then reasoning backwards is called for, and the method is backward-chaining. These
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Fig. 3. Expert system architecture.

problem-solving methods are built into program modules called inference engines or
inference procedures that manipulate and use knowledge in the knowledge base to form a
line of reasoning.

We implemented an expert system based on the framework introduced in the previ-
ous section for automatic topological multi-host vulnerability analysis. This expert sys-
tem consists of four main components: Knowledge Base, Inference Engine, User Inter-
face, and Host Vulnerability Extractor as shown in Fig. 3. Knowledge Base is the collec-
tion of facts and inference rules that were introduced in the previous sections. Inference
Engine is the processing unit that makes logical inferences on the facts and rules that are
stored in the knowledge base. User Interface controls the inference engine and manages
inputs and outputs.

The Host Vulnerability Extractor receives its input from two sources: vulnerability
databases and host scanners. Host scanners search individual hosts for known vulner-
abilities and send their results to this component. Then, this component searches the vul-
nerability databases to find the class of vulnerabilities that each of the detected vulner-
abilities fall into. Then, it creates the corresponding facts for these vulnerabilities as in-
troduced in section 2 and sends the result to knowledge base. For example, suppose that
after using the Nessus vulnerability scanner, this tool reports that host /41 has a vulner-
ability with code CVE-2001-0554 in its Telnet service. It sends this information to Host
Vulnerability Extractor component. This component contacts with the National Vulner-
ability Database [22] and asks for information about this vulnerability. After processing
the reply it founds that this is a buffer overflow vulnerability that can be abused by at-
tackers for gaining root privileges on this host. So it sends the ServiceVuln(Telnet, hl)
proposition to the Knowledge base component for storing there.

The framework that was introduced in section 2 consists of three main components:
(1) A set of initial facts that represents the network initial topology and configuration. (2)
A set of inference rules that can be used to deduce additional information about connec-
tivity of hosts in the network and accessibility of them. (3) A set of vulnerability models
that have pre-conditions and post-conditions and can change the state of the system if
their pre-conditions are satisfied. In other words, in this framework we have a number of
initial facts and a set of rules and therefore it can be easily implemented as a rule based
expert system.

We used the matured expert system tool CLIPS [23] for reducing the amount of time
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required for developing the expert system. It is an expert system tool which is designed
to facilitate the development of software to model human knowledge or expertise. By
using this tool, we can specify the initial facts and inference rules. Then it will do the
inference process based on the facts and rules and can find all of the facts that can be
derived from initial facts by applying inference rules. Below are the details of imple-
menting the proposed framework in CLIPS.

4.1 Defining Initial Facts

Initial facts can be simply defined in CLIPS using the deffacts instruction. For ex-
ample, the following is the definition of some initial facts of the system introduced in
section 3 as case study:

(deffacts initial-facts
(InZone NSC NSCServer)
(Serivce MAIL smpt root NSCServer)
(InZone Internet Devil)
(FirewallRule fw AnyHost NSCServer http permit 0)
(FirewallRule fw AnyHost NSCServer smtp permit 1)
(FirewallRule fw AnyHost AnyHost AnyPort deny 2)
(ServiceVuln HTTP NSCServer)
(ServiceVuln RPC Saman)
(ServiceVuln SSH FS)
(Priv Attacker root Devil)
(Account manager FS)

Some of these initial fact (e.g. those about network topology) must be defined
manually for CLIPS. The others can be automatically deduced from the outputs of other
tools. For example, for defining the vulnerabilities of individual hosts we can translate
the output generated by host scanning tools like Nessus and System Scanner to CLIPS
facts.

4.2 Defining Inference Rules

Inference rules can be defined in CLIPS using the defrule instruction. CLIPS sup-
ports advanced constructs of the first order logic such as 3 and Vv, which can be used in
defining complex rules. The followings are representations of two of the rules introduced
in section 2:

(defrule NetAccessRule
(CanConnect ?h1 ?h2 ?p)
(Priv ?u ?a ?h1)
=
(printout t ?u “ has network access to port” ?p “of host” ?h2 crlf)
(assert (NetworkAccess ?u ?h2 ?p)))
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(defrule FirewallRule
(FirewallRule ?fw ?H2 ?H ?P allow ?pr)

(test (or

(eq ?H2 AnyHost) (subsetp (creates$ ?h2) (cresATe$ ?H2))))
(test (or

(eq ?H AnyHost) (sbsetp (create$ ?h) (create$ ?H))))
(test (or

(eq ?P AnyPort) (subsetp (create$ ?p) (create$ ?P))))
(not (exists (FirewallRule ?fw ?H3 ?H4 ?P4 deny ?pr4)
(test (< ?pr2 ?pr))
(test (or
(eq ?H3 AnyHost) (subsetp (create$ ?h2) (create$ ?H3))))
(test (or
(eq ?H4 AnyHost) (subsetp (create$ ?h) (create$ ?H4))))
(test (or
(eq ?P4 AnyPort) (subsetp (create$ ?p) (create$ ?P4))))))
=
(assert (PacketCanPass ?fw ?h2 ?p))

)

4.3 Defining Vulnerability Models

In our framework vulnerabilities are represented as inference rules. The following is
representation of two of the vulnerabilities in CLIPS:

(defrule LocalProgramVulnRule

(LocalPrgVuln ?h ?a2)

(Priv ?A ?a ?h)

=

(assert (Priv ?A ?a2 ?h))

(printout t “Attacker” ?A “can explit a local program”
“vulnerability on host” ?h “and get the privileges”
“of account” ?a2 “on this host.”)

)

(defrule RemoteWeakPasswordVulnRule
(Knows ?A ?a ?h)
(NetworkAccess ?A ?h ?p)
(RemoteConnectProtocol ?p)
(WeakPassword ?a ?h)
=
(assert (Priv ?A ?a ?h))

CLIPS uses a forward chaining algorithm and after starting execution, it will con-
tinue running until no change is made in the state of the system (i.e. no new fact is added
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to the fact list and none of the rules is fired for execution). But, in many cases we want to
halt the execution after a given condition is satisfied. For example, in the sample network
introduced in section 3 our goal is to check whether the attacker can get access to the
manager account on FS. In these cases we can add an extra rule to the system, so upon
salification of a condition, the system stops execution. For example, the following is one
such rule:

(defrule GoalRule
(Priv Attacker manager FS)
=
(printout t “GOAL Satisfied!” crlf)
(halt)

)
4.4 Performance Evaluation

We used simulation for evaluating the performance and scalability of the imple-
mented expert system. We generated virtual networks with various topologies and con-
figurations and with different number of hosts and tested the performance of the imple-
mented expert system on these networks. For generating random networks, we used the
following parameters:

e Hosts: number of hosts in the network.
o Services: number of different services that are offered by individual hosts.
o External-Accessible hosts: number of hosts that are accessible from the external net-

work.
o Vulnerabilities: number of different vulnerabilities that are injected in the generated

network.

Table 1. Elapsed times of the analysis on different random generated networks.

Network Configuration Elapsed Times

Hosts | Services Externa]}[—é\s(t;;:es&ble Vulnerabilites G(:ieﬁ?st:;zr?;:)le é::;g;;i(};g;;
10 3 1 10 0.9 0.5
100 10 5 100 35.8 18.4
200 20 10 200 206.1 80.8
400 40 12 400 1517.9 626.5
600 55 20 600 4567.4 1947.0
800 60 25 800 8778.0 41124
1000 65 30 1000 14739.2 5877.7
1200 75 35 1200 24433.7 10718.8
1400 85 40 1400 38074.1 25314.5
1600 90 50 1600 51506.0 33070.0
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Table 1 shows the elapsed times for generating random network configurations and
also the elapsed times for doing the vulnerability analysis on these network configura-
tions. These experiments are done on a 2.4 GHz Pentium processor with 512MB of RAM.
As can be seen in this table, our expert system can automatically analyze the vulnerabil-
ity of a big network with 1600 hosts in just about 31 seconds, which is a quite acceptable
execution time.

Fig. 4 shows how the analysis time is affected by the number of vulnerabilities in
the network. In the first trend, on average, there is one vulnerability per host and in the
last trend, on average, there are 50 vulnerabilities per host. As it is shown in the figure,
our expert system is scalable with regard to the number of vulnerabilities and even for a
network with 1600 hosts and 80000 vulnerabilities, the analysis is done in just about 60
seconds.

/ » Average number of
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Fig. 4. Analysis time of the expert system versus number of hosts.

5. RELATED WORKS

Previous approaches to network vulnerability analysis mainly focused on model
checking and graph-based techniques and most of them depend on off-the-shelf tools for
scanning individual host vulnerabilities. Vulnerability scanner tools such as System
Scanner [21] and Nessus [20] scan hosts to discover software and configuration vulner-
abilities. However, they do not investigate how a combination of configurations on the
same host or among hosts on the same network can contribute to the vulnerabilities. The
NetKuang system [3] tries to assess beyond host vulnerabilities. It is an extension of a
previous work on building a rule-based expert system, namely Kuang. NetKuang extends
the Kuang’s rule-set to include certain UNIX network security issues, which are unde-
tectable when analyzing a single host. NetKuang uses a backward-chained goal-based
search. Given initial and goal privileges, it analyzes the systems on which it is running to
determine if the initial privileges are adequate to achieve the target privileges. Although
it was the first work tried to detect multi-phase attacks, it was limited to some UNIX con-
figuration vulnerabilities, mainly the critical file permissions, and did not propose any
general model for vulnerabilities.

Dacier [4] proposed the concept of privilege graphs. Privilege graphs are explored
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to construct an attack state graph, which represents different ways in which an intruder
may reach a certain goal such as root access on a host. Swiler et al. presented a method in
[5] for generating attack graphs by forward exploration. However, there was no approach
for generating the privilege graph. In these approaches the network topology was not
considered. Amman et al. [6] proposed a graph-based search algorithm to analyze net-
work vulnerabilities. This approach has been adopted in [7] by Noel et al. and investi-
gated more in [8]. In their approach, exploits are modeled as pre- and post-conditions and
a specific tool has been used to construct the attack graph. Although the algorithm is ef-
ficient, encoding each exploit individually resulted in a large and complex model and the
role of firewalls was not considered.

Noel and Jajodia [7] used model checking for vulnerability analysis of networks via
the model checker SMV. They could obtain only one attack corresponding to an unsafe
state and the experiment was restricted to only specific vulnerabilities. However, the
model checking approach has been used in some other researches, such as [24, 25], to
analyze network vulnerabilities. The main drawback of model checking is the scalability
problem, which some researchers tried to overcome [7]. Ramakrishnan and Sekar [9]
used a model checker to analyze a single host system with respect to combinations of
unknown vulnerabilities. The key issue in their research was checking infinite space
model using model abstraction. In [10], CSP was used to model and analyze TCP proto-
col vulnerabilities. In this approach, the model checker FDR2 was used to verify some
simple security properties and find attack scenarios. CSP has been used widely in mod-
eling and analyzing security protocols [26] and verifying intrusion detection systems [27].
But all of these approaches suffer from state space explosion problem.

The access control based approach has been explored in [11]. In this approach the
Take-Grant access control model has been extended to address the vulnerabilities. Some
general patterns of vulnerabilities have been modeled, and then the closure of the graph
representing the protection state of the system has been generated. The main drawback of
this approach is to generate the initial VTG of the model.

The main area of security that expert systems have been used in is Intrusion Detec-
tion and many rule based intrusion detection systems, such as [15-19], are proposed. In
these approaches, an expert system is utilized to reason about the security state of the
system, given rules that describe intrusive behavior. Often forward-chaining, production-
based tools are used, since these are most appropriate when dealing with systems where
new facts (audit events) are constantly entered into the system. These expert systems are
often of considerable power and flexibility [28]. The main difference of Intrusion Detec-
tion System (IDS) and our work is that IDS detects the attacks when they occur which is
usually done online, while we try to use the static analysis of the network configuration
to detect attack methods before happening and therefore our approach does not have
real-time constraints.

Perhaps the most similar approach to ours is MulVal [12]. It adopts Datalog, which
is a subset of Prolog, as the modeling language for the elements in the analysis. The rea-
soning engine consists of a collection of Datalog rules that capture the operating system
behavior and the interactions of various components in the network. MulVal uses the
XSB environment which is an environment for executing Prolog programs. The main
problem of MulVal approach is that it uses a backward search algorithm for determining
whether goals can be achieved from initial state. In this kind of reasoning, users always
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must define some goal and then the reasoner will check whether the goal is satisfiable or
not. For example, the user can ask the system if it is possible to gain the root account on
some host.

Unlike MulVal reasoning algorithm, the inference engine of our expert system uses
a forward chaining algorithm and starting from the initial state it finds new facts that can
be derived from initial facts by applying production rules. Therefore in our expert system,
it is not required to specify specific goals and limit the reasoning to that goals. Since the
number of facts is polynomial in the number of hosts, the inferencing process will termi-
nate efficiently.

Another advantage of our approach to the previous works is that it regards the to-
pology of the network and analyzes it. Specially the firewall filtering rules are modeled
and analyzed to determine the accessability of services and other resources.

The other advantage of our approach to MulVal is that we model and analyze all
categories of vulnerabilities such as Confidential Loss and Integrity Loss, and more im-
portant the Denial of Service attacks. In our framework, the vulnerabilities which may
lead to interruption of access of authorized users can be modeled easily (as seen in sec-
tion 2.2.4). The DoS vulnerabilities may take part in a complex attack scenario. For ex-
ample, if there is an Intrusion Detection System in a network, the attacker first tries to
bypass it or disrupt it by DoS attacks. Accordingly, these kinds of attacks which is not
detectable in previous works, can be analyzed and detected in our framework.

6. DISCUSSION

In this paper, we proposed a general framework for modeling typical network to-
pologies, configurations, and vulnerabilities and then showed how an expert system can
be implemented based on this framework for automating the process of multi-host vul-
nerability analysis. Our approach explores all attacking paths and generates the closure of
access rights that an attacker can gain. Having the closure, it can be detected in O(1) time
complexity whether a user has an especial right over a resource or not.

Since the exploitation of most of the vulnerabilities yields to the change in access
rights, they can be represented easily in our framework. Additionally, DoS vulnerabilities
which may interrupt a service or an access can be represented and analyzed, which is a
new contribution over previous works. However, there are DoS attacks that just down-
grade the quality of service (QoS) instead of stopping the service. This class of DoS at-
tacks needs to consider the quality of service in a quantitative approach. It can be done
via fuzzy expert systems [29], which is not in the scope of this paper and lies in the fu-
ture works. Another advantage of our framework is that it uses a high level of abstraction
for specifying network configurations and topologies and does not rely on specific pro-
tocols and standards.

One of our major contributions of this work is the modeling and analyzing of net-
work topologies to obtain the initial accesses of principals in the networks. In our ap-
proach, the firewall filtering rules are modeled and analyzed in this regard. Moreover,
combination of multiple firewall deployments can be analyzed. However, the process of
representing the initial configuration of the network such as firewall rules is done manu-
ally. The automatic detection of network configuration and topology has been considered
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a research trend in recent years [30-33] and can be utilized to automate the representing
of initial facts.

Generally, to construct the initial facts, we need three categories of information.
These include host vulnerabilities, remote vulnerabilities and network topology. There
are some tools which can be utilized to gather this information. The OVAL scanner is a
tool developed based on the Open Vulnerability Assessment Language (OVAL) [34], an
XML-based language which is used to formally describe the host configuration vulner-
abilities and the required tests to detect them. This standard has been proposed by Mitre
Corp. on which some major operating system vendors have reached consensus. As of
writing this paper, the OVAL definitions for Windows, Redhat Linux, and Sun Solaris
operating systems vulnerabilities are available. The Nessus vulnerability scanner is a
powerful tool which utilizes the NASL language to find the vulnerabilities of network
services remotely [20]. The typical TCP/IP networks topology can be captured using sev-
eral tools, such as Cheops-ng [35].

Our analysis approach gains a forward chaining algorithm and starting from the ini-
tial state finds new facts that can be derived from the initial facts by applying production
rules. It has two benefits: first, it is not required to specify specific goals and limit the
reasoning to that goals. Second, the derivation phase is done just once and then the satis-
faction of any attack goal can be checked in O(1) and since the number of facts is poly-
nomial in the number of hosts, the inferencing process will terminate efficiently.

The developed expert system which is used for automatic vulnerability analysis in-
cludes a set of inference rules. Accordingly, the system needs a database of vulnerabili-
ties such as CVE [36] for encoding the inference rules. This task may be time consuming
if done for each of the individual vulnerabilities. However, having a proper categoriza-
tion of vulnerabilities can help this stage to done more efficiently. We are developing a
categorization of vulnerabilities based on their effect on the security policy of the system,
and will utilize it in our future works. The maintenance of inference rules needs tracking
the new announced vulnerabilities and adding them to the database. Fortunately, OVAL
language [34] has been developed to automate the process of vulnerability announcement.
However, the effects of vulnerabilities have not been specified formally by OVAL, yet.
Thus, it needs human interference to represent it as an inference rule.

7. CONCLUDING REMARKS

The growth of computer networks has increased the demand for automating the
process of network vulnerability analysis. The prerequisite of building tools for this pur-
pose is to have formal models of network configurations and vulnerabilities. In this paper,
we first proposed a simple and flexible framework for network configuration and topol-
ogy modeling. We then showed how network vulnerabilities can be modeled in this
framework. The main advantage of this framework is the simplicity of the method which
is used for modeling vulnerabilities. Although the number of network vulnerabilities is
very large, similar vulnerabilities can be classified in the same class and instead of mod-
eling vulnerabilities one by one, classes of vulnerabilities can be modeled. For example,
although there are a great number of buffer overflow vulnerabilities, most of them have
the same behavior and can be modeled in just one class.
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We then showed how a rule-based expert system for automatic vulnerability analy-
sis can be implemented based on this framework and discussed its architecture and per-
formance. Our approach is flexible and can catch many types of vulnerabilities, such as
some DoS vulnerabilities which may lead to interruption. The analysis method efficiently
finds all security violations at the end of the analysis phase. Since the number of facts
that are discovered by the expert system are polynomial in the number of hosts, the
analysis is done in polynomial time and our experiments show this fact.

The future works lies in two aspects: first we need to automate the process of creat-
ing initial facts of network topology using off-the-shelf tools. Second, a more proper
categorization of vulnerabilities must be used to ease the process of vulnerability model-
ing.
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